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Unit 1.6 Security Systems

Identify how you could tell this email may be a phishing email
	To:
	John Smith <john.smith@email.com>

	From:
	MyBank banking.services@mdhebznuyw.ru 
Obscure / incorrect URL used

	Subject:
	IMPORTANT – Update your banking informations!!!!!!
Spelling and grammatical errors

	Message:





	Dear valued customer,
We are writing to inform you that there may have been some fraudulent activity on your account. 
In order to cheks on your details and identify any issues with your banking service, please click on the link below in order to access your online account and confirm your information. You will need to confirm your card information, so please have these details ready. Request for personal information
Click here to log in
Hover over the link – does it link to the bank’s legitimate site?
Regards,
MyBank
Lack of further contact information in the signature



· In order to confirm the sender is genuine, many companies nowadays (for example eBay) will include the customers’ name or username in the email.
· Non-genuine emails commonly contain spelling and grammatical errors. Think – would your bank send you a poorly written email filled with spelling mistakes?
· A lack of company details (contact number, address) on the email could be a sign of phishing. Most businesses provide contact information in their email signatures.
· Hyperlinks can be misleading – check if the link directs you to the bank’s website by hovering over it. 
· Legitimate banks and many other companies will never ask for personal details via email. They will most likely contact you by post or telephone if it is urgent.




















We’d like to know your view on the resources we produce.  By clicking on ‘Like’ or ‘Dislike’ you can help us to ensure that our resources work for you.  When the email template pops up please add additional comments if you wish and then just click ‘Send’.  Thank you.
If you do not currently offer this OCR qualification but would like to do so, please complete the Expression of Interest Form which can be found here: www.ocr.org.uk/expression-of-interest

OCR Resources: the small print
OCR’s resources are provided to support the teaching of OCR specifications, but in no way constitute an endorsed teaching method that is required by the Board, and the decision to use them lies with the individual teacher.   Whilst every effort is made to ensure the accuracy of the content, OCR cannot be held responsible for any errors or omissions within these resources. 
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